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Managing Social Media Risks
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Social media has become an ubiguitous aspect of
d P member today!
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not itself maintain
social media accounts,
it must grapple with
employees who do.
Unfortunately, despite
what one might inttially
think, crafting effective
employee social media
use policies is not as easy as it might seem.
Physician practices must navigate federal guidelines
on the type of conduct that an employer may
restrict in the social media setting, while also
complying with HIPAA requirements. This article
briefly addresses these issues.

As a NAMAS member, you'l receive access to
monthly webinars for CEUs (including those hard to
find CPMA CEUs!), a subscription to BC Advantage
magazine, discounts on products and NAMAS
training events, and much, much more!

We offer 4 membership levels - choose the one that
best suits your needs!

Click Here to View NAMAS Membership
Levels and Benefits

For added convenience, NAMAS accepts PayPal,
PayPal Credit, quarterly and monthly payments of
membership dues.

Limiting the Limitations

If an employee bad-mouths their employer online,
can the employer fire them? The annoyingly
lawyerly answer is, "It depends." In a general
sense, employers are permitted to condition

employment on some aspects of what their Train to become a medical

employees say in public (and therefore on social auditor during our

media platforms). However, many employers - . oxs -
including physician practices - may be unaware of Me:' "{ AUdltmg ngtCamp
the limitations on how far they may go in controling *"' :

employee conduct in public. The National Labor ' -

Relations Act (NLRA) restricts just how far an -
employer's policies regarding employee behavior A
may go. The NLRA, which is itself administered by
the National Labor Relations Board (NLRB), applies
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0 MOst empioyers. Vithin the neaith care arena
specifically, it applies to employers who have an

annual gross volume of business of $250,000 or
more.[1]

The NLRB has published guidelines regarding social
media policies.[2] These guidelines attempt to
implement the NLRA's requirements within the
social media context, and generally stand for the
proposition that employers may not prohibit
employees from engaging in "concerted activities
for the purpose of mutual aid and protection"[3].
These types of activities would include things like
picketing outside of an employer, or conversing
with other employees in an attempt to improve
working conditions. As applied to social media, the
NLRB has provided general guidance, and has ruled
in specific cases on whether various social media
policies are permissible under the NLRA, and
whether employees terminated for violating such
policies were terminated wrongfully. In broad
strokes, an employer's policies cannot be so
sweeping as to include what could be considered
"concerted activities." However, the NLRB also
recognizes that mere griping about work may not
rise to the level of "concerted activities" if the
gripes are not made in relation to group activity
among employees.

In practice, this has resulted in the NLRB striking
down policies that, for example, simply prohibit
disparaging the company in the online context, due
to the potential breadth of the policy. However, the
NLRB has also upheld the termination of employees
for behavior such as posting offensive or
inappropriate social media messages when their
postings were not related to "concerted activity," or
because the employee was only posting on the
employee's own behalf and not in any effort to
improve work conditions. Given how fact-specific
the NLRB's rulings have been, physician practice
employers must carefully consider how to draft
their social media policies to avoid prohibiting
"concerted activity," and how to apply such policies
to employees who engage in inappropriate online
conduct.

HIPAA and Social Media

The NLRB's restrictions on employer social media
policies do not, however, mean that an employer
cannot place any restrictions on employee conduct
online. One of the chief areas where physician
practice employers can and should develop social
media policies is with respect to HIPAA compliance.
If an employee posts confidential protected health
information (PHI) pertaining to a patient, that
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Our Medical Auditing Bootcamp wil train you to
become a medial auditor. Learn the principles of
auditing, compliance regulations, and how to perform
the daily duties of an auditor.

Our next online session, scheduled as a
5 week LIVE ONLINE Saturday course,
begins on July 7, 2018!

Click Here to Learn More & View Our Medical
Auditing BootCamp Schedule

Become a certified
E&M auditor at our

Our 2- Day E&M Auditing Bootcamp is an
accelerated auditing training specific to E&M auditing.
Learn about audit policies, get clarity on
documentation guidelines, medical decision making,

medical necessity and more. Plus, during this training
program you wil have the opportunity earn our
NEW CREDENTIAL - Certified Evaluation and
Management Auditor (CEMA)!

Our 2-Day E&M BootCamps are
scheduled as follows:

June 5, 6, 7: Online (1pm - 5pm each day)
June 19 & 20: Denver, CO
July 17 & 18: Minneapolis, MN
July 24 & 25: Portland, ME

Click Here to Learn More & View Our E&M
Auditing BootCamp schedule

You're Invited to Help Us Celebrate Our
10th Conference Anniversary!
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should have a policy in place that expilicitly prohibits
such conduct. However, it is not enough to simply
have such a policy, nor to simply discipline
employees when they violate the policy; an
employer must also engage in effective training
with respect to PHI in the social media context.

The definition of PHI includes any individualy
identifiable information.[4] While employees likely
understand this concept in a basic sense (e.g., do
not post information such as names or social
security numbers), many employees may not
realize how easy it is to post PHI, nor even what
might constitute PHI in a social media setting.

For example, photographs clearly showing the
patient's face would constitute PHI under the
defintion above. Thus, posting a selfie photo that
captures a patient's face in the background would
constitute an improper disclosure under HIPAA. We
represent a multispecialty clinic that had to carefuly
analyze the facts of a potential disclosure when an
employee posted a photo of an apple given to the
employee by a patient, where the apple was
resting atop a charge sheet for the day.
Fortunately, the photo was cropped so that no PHI
was clearly visible, but the incident ilustrates how
seemingly innocuous behavior can cross a line into
a violation of HIPAA.

To help ensure compliance, physician practices
must train employees how to recognize PHI in a
social media context. This can be done through
training exercises that, for example, show
"dummy" PHI[5] in a post, and which require the
employee to identify where the PHI is in the post.
Such exercises can also be used to demonstrate
how quickly and widely information can be spread
online. Ultimately, the goal of all such training
should be to encourage employees to think twice
before posting to social media during or about
work, so as to avoid their inadvertent or foolish
posting of PHI.

Conclusion

Given the prevalence of smartphones, and the
popularity of social media, physician practices wil
have to grapple with how to educate their
employees on social media behavior, and on how

to recognize and avoid posting PHI on social media.

Towards this end, they will need to establish clear,
compliant social media policies. With respect to
HIPAA compliance, having and enforcing social
media policies regarding disclosure of PHI is part of
a physician practice's duties to develop policies and

procedures to address risks posed to electronic
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Pre-Conference: Sunday, Nov. 11, 2018
Conference: Monday, Nov. 12 - Wednesday,
Nov. 14, 2018
Venue: Wyndham Grand Clearwater
Clearwater Beach, FL

Click Here to View the
Conference Agenda

NAMAS Makes it Easy AND Affordable to
Attend Conference! There are Multiple Ways
to Register:

1. Secure your spot & lock in your registration rate
with just a $50 deposit and make payments toward
your balance

2. Request an invoice to be supplied to your
employer for payment

3. Receive 90 days no interest financing with PayPal
Credt for balances over $99! Simply add your
registration to our shopping cart and select the
PayPal Credit option at checkout!

Registration Information

NAMAS Member Registration
(Through May 31, 2018)
Conference Only: $995
Pre-Conference & Conference: $1295

Non-Member Registration
(Through May 31, 2018)
Conference Only: $1195
Pre-Conference & Conference: $1495

Can't Make the Entire Event? Day Passes
Available!

Register for one day for only $399!
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Sessions DoctorsManagement has opportunities for
qualified medical coders and auditors!

Auditing position requirements:

e Minimum of 5 years auditing experience with
proficiency in E/M services, specifically in the
areas of medical decision making and medical
necessity. In addition, competency in a variety
of surgical specialties.

NAMAS is proud to offer the following
webinar in May:

Hands On: Orthopedic Surgery
(Hands on Webinar Series)

May 22, 2018 ¢ Productivity & quality are necessary with an
2pm EST aggressive QA monitoring program in place.
Speaker: Pam Vanderbilt e Strong written and verbal communication skills
to convey report of findings to physicians and
If you are interested in registering for the webinars above, other qualified healthcare providers.

please email us at namas@namas.co.

Those wishing to conduct provider education wil be
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EST. 1986 Coding position requirements:

e Minimum of 5 years coding experience with
Alice G. Gosfield & Associates, P.C. is a experience in E/M services in addtion to a

: . : ) i f surgical specialties.
boutique, personal service heatlth law firm which variety of . :
provides specialzed guidance to clients throughout * Productivity 8qualty are necessary with an

the country on matters involving only health law aggressive QA monttoring program in place
and health care regulation. e Strong verbal communication skil is required to

work with other remote coders and
management team

¢ Advancement opportunities avaiable to grow
within our firm

e PRN, Part-time and Ful time opportunties

avaiable

To learn more about Alice G. Gosfield & Associates,
P.C, visit www.gosfield.com.
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During your trial, you'l receive access to weekly
webinars for a chance to earn up to 4CEUs, weekly
audtting and compliance tips, and even an online
sample of BCAdvantage magazine!

Education/Certification Requirements:
Maintain certification through AAPC or AHIMA and
auditors must also maintain CEMA or CPMA

certification.

We offer competitive compensation. Proficiency
testing is required.

For consideration, submit your detaied resume via
email to resume@drsmgmt.com

Click the image above to get your Compllmentary

1-month free trial membership today! . of W I(
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NAMAS Calendar of Events

Our weekly auditing & compliance tip emails are
available to anyone who could benefit from this
information.

If you know someone who would like to receive
these emails, invite them to sign.

November

Mark Your
Calendar!

Click the image above to be added to our
email list!

Click the image above to view our
monthly calendar.

Follow NAMAS on Social Medial!
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