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America’s Fund is by far the greatest
wounded veteran-based nonprofit out
there...they’re also one of (if not the
most) efficient — 97 cents on the dollar
goes directly to their programs.
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by Daniel F. Shay

Physicians, social media,
and “BYOD”: HIPAA risks
and compliance
»» Social media and “bring your own device” (BYOD) require the establishment of effective policies and procedures, including
employee training.
»» A security risk assessment that takes social media and BYOD into account is essential to ensuring HIPAA compliance.
»» Policies and procedures drafted without having conducted a security risk assessment are insufficient to meet
HIPAA requirements.
»» Effective HIPAA compliance training for social media should include examples of how PHI can be incorrectly shared
and spread.f
»» BYOD policies should consider whether to limit the type of devices that may be used and whether to require the use of
specific apps.
Daniel F. Shay (dshay@gosfield.com) is an Attorney with the Alice G. Gosfield

Background information

& Associates PC law firm in Philadelphia, PA.

Social media’s functionality makes it
naturally attractive to physician practices as a method of communicating
with patients.2 Most social media platforms permit the sharing of content
such as images, video, text, links to
Shay
other websites, etc. Social media platforms also may offer a range of demographic
data on those user accounts to which the practice connects. In addition, social media creates
a kind of “six degrees of separation” effect. If
an individual connects to a friend, depending on the individual’s account settings,
other accounts connected to the individual’s
account may be able to see and connect to that
friend. Likewise, the friend may be able to see
information posted by those other accounts,
without ever having connected to them. All
of this means that a physician practice’s communications may be able to reach beyond
just the individuals to whom the physician
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n just short of ten years, adult usage of
social media in the United States has
exploded, increasing from a mere 8% in
2005 to 69% by 2016.1 Given the prevalence of
social media, it is no surprise that healthcare
providers have seized upon its usefulness
in communicating with their patients and
potentially delivering more responsive care.
At the same time, smartphones, tablets, and
personal digital assistants (PDAs) are ubiquitous, and offer potential cost-saving to
those physician practices that permit their
physicians to utilize their own devices for
work purposes, a practice known as “bring
your own device” (BYOD). However, using
social media and personal devices for work
purposes brings with it risks, especially with
respect to Health Insurance Portability and
Accountability Act (HIPAA) compliance.

www.hcca-info.org  888-580-8373

HIPAA concerns
Social media provides several ways in which
physician practices may run afoul of the
HIPAA regulations. Although most physician
practices have effectively taught their physicians basic HIPAA compliance principles
relating to the HIPAA Privacy Rule,3 they may
not have effectively educated their staff with
respect to both HIPAA’s Security Rule and
Breach Notification Rule.4 The HIPAA Security
Rule in particular represents a blind spot for
physician practices, with many physicians
believing, “Our EHR is certified. Isn’t that
enough?” It is not.
Although the full range and implications
of both the Security and Breach Notification
Rules’ requirements are beyond the scope of
this article, some basics must be conveyed to
understand how the Security Rule relates to
social media use and BYOD policies. First,
the Security Rule applies to protected health
information (PHI) contained in electronic form
(ePHI).5 All PHI that is stored on computer
systems, communicated by electronic messages, or otherwise rendered into an electronic
format is considered ePHI. In addition, the
Breach Notification Rule specifically applies
to “unsecured PHI” (uPHI).6 This generally
means PHI that has not been encrypted in
accordance with HIPAA standards. When

uPHI is improperly disclosed, it requires
the disclosing entity to determine whether
a breach has occurred. By contrast, secured
PHI (i.e., PHI that has been appropriately
encrypted) is not subject to the Breach
Notification Rule. The same also applies to text
messages, unless those texts are sent through
appropriately encrypted secure texting applications; most text applications that come
standard on smartphones do not use this level
of encryption.
Within the social media context, all posts
or messages sent through social media are
ePHI, and are almost certainly also uPHI;
social media posts are not generally encrypted
at all. As a result, an improper disclosure of
PHI on a social media network will necessarily require an analysis under the Breach
Notification Rule, meaning the practice will
have to determine whether there is a low probability that the PHI was compromised, based
on an analysis of the following factors:
·· the nature and extent of the PHI involved,
including the type of information contained in the PHI;
·· the unauthorized person who used the
PHI or to whom disclosure was made;
·· whether PHI was actually acquired or
viewed; and
·· the extent to which the risk to the PHI has
been mitigated.7
Employees may post PHI on social media
both intentionally and unintentionally. For
example, in our practice, we represented
a physician clinic where a front-desk staff
member was given an apple from a patient’s
orchard. She was so pleased that she posted
a photograph of the apple to a social media
account, with a comment about how she loved
the patients at her job. Unfortunately, the
apple itself was sitting atop a charge sheet
for the day, which listed partial names, telephone numbers, and medical ID numbers for
888-580-8373  www.hcca-info.org
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practice connects on social media, and may
allow the practice to grow its patient base and
online influence.
With respect to BYOD policies, the underlying theory is that such a policy allows the
company to reduce overhead by shifting the
expense of maintaining such devices to the
company’s workforce. Employees often prefer
to carry around only a single device. In addition, while a company might seek to limit the
functionality of its own devices, it does not
necessarily need the same degree of control
over the functionality of the employee’s device.
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patients, the disclosure of which required the
with the Department of Health and Human
client to conduct a breach analysis.
Services’ Office for Civil Rights (OCR), the
Other scenarios in which a physician
government entity responsible for enforcing
or staff member might disclose PHI could
HIPAA.9,10,11 Each case involved the loss or
theft of an unencrypted laptop or thumb drive
involve colleagues who are friends on a social
containing ePHI.
media network communicating through the
These settlements also raise an additional
network about a particular patient. In some
instances, physicians have intentionally posted consideration under the HIPAA Security Rule.
The Security Rule requires that covered entiinformation about patients online. For examties conduct a security risk assessment (SRA).
ple, Northwestern University Medical Center
The SRA has been described by the OCR as a
found itself sued for the actions of a physician
“foundational” document. The results of the
who posted photographs of an intoxicated
SRA help a covered entity to determine where
emergency room patient online.8
Within the BYOD context, if a physician
its security is deficient, which in turn informs
practice allows its clinicians to use their own
how the covered entity will develop approdevices, improper disclosures could be made
priate policies and procedures to address the
when one clinician, for
other requirements of the
example, takes a photoSecurity Rule. Without
The
adoption
of
BYOD
graph of a patient’s signs
an SRA, any policies and
and symptoms and sends
policies also necessarily procedures developed
them by unsecured text
by the covered entity
raises
the
risk
of
loss
or
to another physician
will likely be viewed
theft of devices that either as insufficient to satisfy
for a consultation. This
may not be an improper
grant access to ePHI or HIPAA’s requirements.
disclosure in and of
In several of the
store
ePHI
on
them.
itself, depending on the
settlements described
physician’s settings on
above, the OCR found
their smartphone, but
that the covered entity in
the photo could end up incorporated into
question either had not conducted an SRA, or
the physician’s own “camera roll,” with it sithad conducted an ineffective one (e.g., a SRA
ting among family vacation photos. If those
conducted many years ago, addressing secuphotos are then backed up to a cloud server
rity considerations which have subsequently
for the physician’s phone (e.g., the Apple
changed). The SRA does not need to be
iCloud, which is not secure for HIPAA purconducted on a regular basis, but must be conposes), then the physician and practice would
ducted when the security considerations for
be in violation, because Apple will not sign a
the covered entity change. For example, if new
business associate agreement with either the
computers are purchased, a new electronic
physician or the practice to store the photos on health record (EHR) system is implemented, or
either’s behalf.
even if the layout of desks within the practice
The adoption of BYOD policies also necesis altered (e.g., so that passersby might be able
sarily raises the risk of loss or theft of devices
to view computer monitors), it may require
that either grant access to ePHI or store ePHI
revisiting and updating the SRA.
on them. This issue has served as the basis
If the practice intends to implement a
for multiple multi-million dollar settlements
BYOD policy, it will need to revise its SRA
www.hcca-info.org  888-580-8373

information that looks like PHI, but obviously
is not actual PHI. This could take the form of
a photograph where employees try to find
where the PHI is in the image (or if there even
is any), or a post containing nothing but text.
Demonstrating how the “six degrees of separation” nature of social media can lead to the
widespread dissemination of information may
Practical guidance
provide a sobering reminder of the risks of
As a general rule, physician practices
discussing patient information online.
should (after having conducted an appropriate
With respect to BYOD issues, it is essential
SRA) develop clear, firm policies and proceto establish clear policies regarding the use of
dures addressing the use of electronic media
such devices. The practice may want to specify
and personal devices both on and off the job,
which apps may be used for work functions,
as well as how social media may be used both
which types of devices may be used, and
on the practice’s behalf and in the employee’s
which security features must be enabled to
private usage. If the
use a personal device
practice intends to have
When training employees for work.
an official social media
Restricting the types
on
HIPAA
compliance,
presence, it is advisable
of devices may help the
consider using a sample practice’s IT team to
to limit the number of
people authorized to
create uniform guidelines
post with information
post online on the pracfor the technical aspects
that
looks
like
PHI,
tice’s behalf. In addition
of ensuring security. In
but obviously is not
to limiting the possibiladdition, depending on
ity of improper HIPAA
the practice’s technical
actual PHI.
disclosures through the
infrastructure, it may
practice’s own social
want to require that
media accounts, having specific social media
employees use specific apps that store no data
duties assigned to a limited number of staff
on the device itself, and instead back up to a
will help the practice to maintain a uniform
cloud account that the practice itself controls.
message when communicating online.
Lastly, the practice may want to investigate
With respect to personal usage of social
whether it can install remote “kill switch”
media by employees, an absolute ban on use
technology on the BYOD device so that it may
during work hours is unlikely to be enforcebe completely locked or wiped of all data in
able. Even without a BYOD policy, employees
the event that it is lost or stolen.
will still be able to use smartphones to post
Whatever a practice decides to do, howon social media while in the bathroom or
ever, it should be certain that it has addressed
on lunch break. Instead, a better approach
the new security considerations in its SRA,
is to educate employees on what constitutes
and developed its policies and procedures in
improper use of social media and how quickly response to what the SRA itself has uncovered.
improper postings can spread.
Simply adopting policies and procedures that
When training employees on HIPAA comsound like a good idea, or adopting a compliance, consider using a sample post with
pliance program from a “kit” provided by a
888-580-8373  www.hcca-info.org
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to account for the new policy. Similarly, if
the practice intends to create a social media
presence for itself, it will need to address this
under the SRA. Naturally, this will lead to the
development of policies and procedures to
address the risks posed by both social media
usage and BYOD.
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The Health Insurance Portability and Accountability Act (HIPAA) has undergone several modifications
since its enactment in 1996, from the Genetic Information Nondiscrimination Act (2010) to the HITECH Act.
Recently, the Department of Health and Human Services issued the HIPAA Omnibus Rule to revise,
enhance, and strengthen HIPAA yet again.

With these layers of changes,
specialty society or consultant without tailoruse of personal
devices
work
purposes.
how canthe
employees
know
whatfor
has
stayed
constant,
expanded, or
alteredcounsel
altogether?
ing it to the practice’s own realities, will not
Knowledgeable
healthcare
can help
And
how
does
this
new
rule
impact
your
satisfy the Security Rule requirements.
with this.
compliance strategies?
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The Health Insurance Portability and Accountability Act (HIPAA) has undergone several modifications
since its enactment in 1996, from the Genetic Information Nondiscrimination Act (2010) to the HITECH Act.
Recently, the Department of Health and Human Services issued the HIPAA Omnibus Rule to revise,
enhance, and strengthen HIPAA yet again.

With these layers of changes,
how can employees know what has stayed
constant, expanded, or altered altogether?
And how does this new rule impact your
compliance strategies?
HIPAA Rules & Compliance, a 15-minute DVD, reviews basic,
unchanged requirements, qualified standards,
and the latest critical changes.
Its learning objectives:
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• Identify the requirements
of the HIPAA Privacy rule
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• Identify the requirements
of the HIPAA Security rule
• Recognize the HIPAA Breach
Notification requirements

Includes
electronic
leader’s
guide

• Understand how HIPAA is enforced
and the penalties for non-compliance

265 for HCCA members | $295 for non-members

$

www.hcca-info.org/duphipaadvd
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